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Abstract: In order to solve the problem of poor efficiency and low accuracy of Android collusion detection, an Android
collusion attack model based on component communication was proposed. Firstly, the feature vector set was extracted
from the known applications and the feature vector set was generated. Secondly, the security policy rule set was generated
through training and classifying the privilege feature set. Then, the component communication finite state machine ac-
cording to the component and communication mode feature vector set was generated, and security policy rule set was op-
timized. Finally, a new state machine was generated by extracting the unknown application’s feature vector set, and the
optimized security policy rule set was matched to detect privilege collusion attacks. The experimental results show that
the proposed model has better detective efficiency and higher accuracy.
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